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Lab 8: Static Analysis
Due: 6:00 PM, Monday, March 31, 2014

This week’s lab exercise will introduce you to a tool thatlgpes Java code for potential errors.
Of course, it is impossible for a program to find all possibi®es in another program. However,
there are many common errors that can be found.

You may work alone or in groups of up to size 4 for these exescis

Static Analysis

For a quick introduction to static analysis and to the toowilebe using this week, read through
the slides of a talk by William Pugh at the 2009 JavaOne cenfe. Don’t worry too much about
technical details of all examples in the talk — just go for Ibiigg picture ideas.

FindBugs I nstallation and Setup
The tool we will use this week is called FindBugs from the Unsiy of Maryland.

FindBugs finds bugs in Java programs, and is itself a Java grogimhat makes it very easy to
install and use either standalone or as an Eclipse plugirs up to you how you decide to run
FindBugs.

Follow the instructions in the FindBugs Manual to downloadtall, and run FindBugs on a com-
puter of your choice.

A Simple Example

Copy the Java files from the directdrhone/ cs433/ exanpl es/ j avageneri c onnogul . st rose. edu
to the computer where you installed FindBugs. Set up a prageict the directory containing the
“jJavageneric” example code to the project and run an aralysi

? Lab Question 1
| What errors are reported by FindBugs? (2 points)

9 Lab Question 2

| Are these errors legitimate errors? If not, why not? If sayloould they be fixed? (3 point
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A Larger Example
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Next, we will analyze a larger Java example. If you have a gawgram that you'd like to use
(minimum 10 non-trival Java classes), please feel free twod®@therwise, you can use the “Struc-
ture package”, the source code of which is available frore h&o analyze this one, you'll add the
“structure5” directory that is produced when you extraetdgizip’ed tar file.

? Lab Question 3:
Use FindBugs to analyze your larger example (either straduanother package/program of
your choosing). Summarize the results, and choose 3 of pgwtesl problems and descripe
it in more detail. If it is a legitimate error, suggest a fixitlfs not, explain why it is not. (1
points)
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I nteraction with JUnit

2 Lab Question 4:
Use FindBugs to analyze your JUnit tests from the previousHal each problem reported
by FindBugs, describe it briefly. If it is a legitimate erronggest a fix. If it is not, explai
why it is not. (5 points)

Submission

Before 6:00 PM, Monday, March 31, 2014, submit your lab fodgrg. Package up all required
files into an appropriate archive formatt(ar. gz, . zi p, and. 7z are acceptable) and upload
a copy of the using Submission Boxlattt p: // sb. t er esco. or g under assignment “Find-

Bugs”.

Grading
This lab will be graded out of 20 points.



